
Security
Important Tips & Hacks
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Use official pages e.g. Discord link, Youtube or

twitter bio links - do NOT assume random links

posted on the internet are legit.

Use official links

02
Scammers are everywhere and because NFTs

are so new, they target newbies. Check  and

validate every account by quickly checking

engagement on twitter posts and YT videos. It is

easy to get fake followers online through the

use of bots ect.

Scammers
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Direct Messaging is the main strategy used by

scammers by usually on discord, twitter or

instagram. They will be keen to get money from

you as obviously thats the scam. They will offer

you all sorts of things, VIP access to this, white

lists, exclusive access to that, etc. 

DM Scammer Strategy
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Scammers also post fake minting links, which

will be sent via DM as either stealth mints or

price reduction mints. The place to get official

minting links again is official twitter bio or

discord announcements in the REAL discord

server. Always verify the discord server through

chatting in general chat.

Fake Links
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Double-check links by going onto other social

media platforms and searching for the same

collection. Do the links match up or are they for

two different discords or two different twitter

accounts.

Always Double Check
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From time to time Discord servers get hacked.

Official pages/discord for an NFT collection can

get hacked. This is why double-checking on

other socials is the best thing, if an official

discord is hacked they usually immediately alert

the community on twitter, instagram, youtube,

etc.

Compromised Discords

10
On Opensea there are many fake versions of

official collections. Check the activity tab to see

if lots of people are trading. General on a scam

collection there will be little to no volume on

trades. Also double-check the Opensea link

with official discord/twitter/website to be sure.

OpenSea Fake NFTs 
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Stay Safe Out There

Just Be Wise and Vigilant


